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Luna Network HSM

Luna Network HSM2 28| 0| A 7h4f 9 222 & A 2| O = 2| 0] M 0f| A
E

MESHE U2 7| E E26t= HER A EZ HSME LICE Luna Network HSM2
A &0 A Z4Eb B2 0 7FAF QFR SEHSM QI LI CH Ol 21 Of = 2|#| 0| M EE = AL
BENHNESEHMESES 3 4 AN EXH 40| Z71atL|Ct

Luna PCle HSM

Q| C| = HSMQ! Luna PCle HSME 22 7|2 OIZtst U S5 XX S H o 5HL|
Ch M2 Ms T= 022 0|M 20 AR ALE| £ 2[et O| A Aol S 2 M UL
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Luna USB HSM

lunaUSBHSM= @=2t01 7| & TX|0 FE A=z 7|E MESH= 4| 0| 4A
OlysB WA HSMRIL|CHPKI2E 7| B39t 22 Qo =2 M0 0| AHA ¢
L|C},

| SIEY0] EQF B E HSM TR7| S

7| 22| 2 At
- 953} 7|2 HE BHE0(0) 25H0] 7| LI HES RfTh

“HE goot HHE APIAIS
- PKCS#11, Java(JCA/JCE), Microsoft CAPI 2 CNG, OpenSSL

- 2& g2t A YO0| HSMUWO|M O[FO{Z|7| iZ0i| Lot At A}
o oF

o
- 0|Set 7+ & Ats Sync A1 ¥

< Eol- _T'_|-a=| i-xﬂ Ez ol_|§ I:Izl I:HZ-I 'I_'|L7\'|| 7d %‘i‘
- FIPS 140-2, CC EAL 4+, PCI- DSS GDPR &
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| SIEQ0| EQF @ & HSM & H

S HFE 22| £

- Z2& 20,000 O| A2 ECC 2 10,000 O| &S| RSA A Mso=2 B2
EH7|A|7|~ al O|24/C’14 |_/|\_i 7CIF_/|\_
S AS2H0|HA 25
- FIPS 140-2 Level 3 ?1=, GDPR, elDAS, HAPPA, PCI-DSS 1A &4
S 20 A
- 100719 &= = A2l OE|E 22|20 S84 HSMAH 4=
“ Root of Trust
- RO ZEIE OS2 0] de] dsst 7| B/ EFI| ES
S22
-HSM ¥4 2|2 0|5 222 / HE| H{HE=Z HSM 5/ 5 S0t 2[AA9]
22249 22|
= iz
| SIEQ HQt B E HSM HE ALY
& 2t Dol A|2|RE MEHSH 4 QI&L|C}
- LUNA HSM A A|2|2 : &2 Z2|& flot H|Z|#HS 1S EfY

Luna A Series:

Password Authentication for ecsy management.
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Standard Performance Enterprise Performance Maximum Performance
A700 A750 A790

Up to 4 MB Memory Up to 32 MB Memory Up to &4 MB Memory
Parfitions: 5 Partitions: 5 Partitions: 10

Maximum Parlifions: 5

Performance:

R5A-2048: 1,000 tps
ECC P25&: 2,000 ips
AES-GCM: 2,000 tps

Luna S Series:

Maoximum Parfifions: 20

Performance:
R5A-2048: 5,000 mps
ECC P25&: 10,000 tps
AES-GCM: 10,000 tps

Multi-tactor [PED) Authentication for high assurance use cases.

Standard Performance

Enterprise Performance

Maximum Parlifions: 100

Performance:

R5A-2048: 10,000 tps
ECC P254&: 22,000 tps
AES-GCM: 17000 tps

QIS (PED Etg)

Maximum Performance

5700 5750 5790
Up to 4 MB Memory Up to 32 MB Memory Up to &4 MB Memaory
Partitions: 5 Partiions: 5 Partitions: 10

Maximum Partitions: 5

Performance:

R5A-2048: 1,000 tps
ECC P255: 2,000 tps
AES-GCM: 2,000 tps

Maximum Partitions: 20

Performance:
R5A-2048: 5000 tps
BCC P256&: 10,000 1ps
AES-GCM: 10,000 tps

© Wissensbaum All rights reserved

Maximum Partitions: 100

Performance:

R5A-2048: 10,000 tps
ECC P256: 22,000 1ps
AES-GCM: 17000 fps
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Thales CipherTrust Data Security Platform

@ A G £ df oo

Discovery Transparent Database Application Tokenization Enterprise Cloud
and Classification Encryption Protection Data Protection Key Management Key Manager
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IPS
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| THALES |

CipherTrust Manager
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CIPHERTRUST DATA
SECURITY DATA PLATFORM

2pM|Ch £ El0E B35
MEIAZ 0{C| MLt Z2(0]
01245t CO|E{Z A,

H5513 A0E 4 ALY,

DEVSECOPS-FRIENDLY
DATA PROTECTION

APIE E5lf 7| &2, A
ekl HHIARP #

‘lsg ASsE

CIPHERTRUST BATCH DATA
TRANSFORMATION (BDT)

2 50k G0]Ef OjAZ

- Yeotet 7| #e2|E Sl GO E
OlsAlZ 4~ UG LI

< Cl|O|E{H| O] A E0F

- Ef%‘“a Cl| O| E{&| O] £ 2F 2| O[E{ 7} EAfot= 2t

o= A|Ofot, A= obefL|Ct,

CIPHERTRUST MANAGER

A7} 230 E|Zat0|= 7|
2| 2242 B30,
ot 7|2 ZYo|M 2|5t
SorHMS A2 4 Qe

Z|BHLCH,

CIPHERTRUST
TOKENIZATION

CIPHERTRUST CLOUD KEY

MANAGER (CCKM)

2122 B3M!

CIO[&{ 9] Bf= 7|2k
E;". SfAl A OoE 4
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CIPHERTRUST
TRANSPARENT
ENCRYPTION (CTE

2|, S &0 Ciet
ol5 519} 2|AFHO|

CIPHERTRUST DATABASE
PROTECTION (CDP)
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ENTERPRISE ENCRYPTION
KEY MANAGEMENT
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Database (TDE) key management
ORACLE P
EXADATA %T.;ewer

Data storage
vendors, Big Data

o PURES [ORAGE

U] mongo

ORACLE

TDE Key
Management
Client

THALES

Hewlett Packard
Enterprise

Home-grown apps, web servers, CAs

8= Microsot  # APACHE oracLe  NOINY
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aws
A\ Azure
] Office 365

CipherTrust Cloud Key Manager

CipherTrust Manager

CipherTrust Manager= FIPS &
2| Az Al dEfZ AtES
AL 7| =8 £7] &2 7|s2t
ol 7|2 A3 gLt

CipherTrust Cloud Key Manager

CipherTrust Cloud Key Manager= HE| 2
2tRE, 5t0|E2|E, HE{Z2t0[= SHF 0| A
7| 8 37| 2| Lt

| 25 7| S| S84 28 Al
< laaS, Paas, SaaS =22t 7| &2

Data Security Manager

Vormetric Gl|O|&{ EQt 2t2|X}= 4|0 £t
| 2L2 2 AUZA HM . o5 T 2|2

ZICLJOF': E1I0|E1 Hot é*zlo.zll—l'if.

Enterprise Key Management
£2 42 H|O|E{H||0|A
CIE, Elg|A G|O|E 20F
= LLakst of2 o =Z2|AH 0| d=2
IE Zhe|ste EStL|Ct,

MIE{ 20| R 7| 2t

TDE,KMIP 220

IT A o
ZoE £2M2

CH-4l5tHod

- C|pherTru5t S22 E 7| 22|AZ Microsoft Azure Key Vault, Microsoft Office 365,
Salesforce Shield Platform Encryption, Amazon Web Services Key Management Services 7t

o 4= 28Y= & d=7|E Alofstar &2led + AU
< KMIP 2cl0|HEE 7] e

- Cisco, Nutanix, NetApp, Dell Technologies, MongoDB &, KMIP(Key Management
Interoperability Protocol) S35} ots 5t %—?—*"OI 7| 2| gLy,

“TDE 7| 22|
- Oracle, Microsoft, IBM2| TDE(FE ¢l
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